CONTROLCASE INCIDENT MANAGER

BUSINESS NEED

Providing accurate and timely information to responders is crucial to effectively respond to

an incident. Dated or inaccurate information could lead to disastrous results.

This is especially true for agencies tasked with complying with the Federal Information
Security Management Act (FISMA), which requires that each federal agency develop,
document and implement agency-wide information security programs which includes the

Manage incidents by:
process for reporting and escalating security incidents.

> Using real -time tracking

> Automated notification of key

SOLUTION ersanmel

Collaboration, workflow and
ControlCase Incident Manager integrates the reporting, tracking and resolution of incidents . . .
_ o i information sharing
in an easy-to-use, Web-based product. Through an intuitive interface it enables encrypted

reporting, as mandated by FISMA, to US-CERT. ControlCase Incident Manager tracks the Third -party, encrypted

lifecycle of an incident using four phases: reporting (tO Federal
X Events: Receives events through email, Web-based interface or connect to

Agencies such as US -CERT)

third party system.
X Incidents: Classifies appropriate events as incidents and assign them to Evidence retention, response

investigators. and remediation

X Response: Provides a centralized view for incident handling and evidence o .
Intuitive, process -oriented

chain of custody.

: , : : _ web interface
X Reporting: Reports to third parties such as FBI and CSIRT, internal parties

Complying with FISMA and
NIST 800-53

for SLAs and total incident cost.

ControlCase builds compliance solutions for companies and government agencies that require a
ABOUT consistent and repeatable means of complying with multiple regulations. Their solutions enable
CONTROLCASE regulatory compliance, drive operational efficiencies and reduce risk. Their Web-based products
leverage commonly used compliance frameworks, are easy to implement and have a very low total

cost of ownership.
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