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• New entrants
• New technologies
• New business models

Innovation GovernmentData Compromises

• Increasing attacks against data 
aggregators/third parties

• Enhanced risk in card-not-
present channel

• Security mandates
• Regulation

What is driving the security landscape?
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Note: All brand names and logos are the property of their respective owners, are used for identification purposes only, and do not imply product endorsement or affiliation with Visa

IssuersAcquirers

Merchants Cardholders

The Expanding Payments Ecosystem
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Transitioning Payments from Physical to Digital



Payment Security: Where are we now?

2004 2017 YTD1993 2016

Fraud remains near historic lows, but data losses continue 
to accelerate 

Gross Fraud Rate Personal Data Exposed
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Frequency Magnitude OrganizationSophistication

Shifting Breach Types
Decrease in magnetic stripe data 

breaches
Increase in card-not-present 

compromises
Proliferation of third-party breaches 

Hackers Moving Beyond 
Merchants
Pursuing data aggregators
Targeting integrators/re-sellers
Penetrating financial institutions

Changes in Criminal Attacks are Keeping Pace
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Increasing Threat:
Card-Not-Present Breaches

• Less sophisticated attack required
• Harder to identify breaches
• Low barrier of entry for merchants

2015
Brick & Mortar = 70% 
eCommerce = 27%

2016 
Brick & Mortar = 44%
eCommerce = 55%

2017* 
Brick & Mortar = 11%
eCommerce = 87%

* YTD through September 2017
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We Can Never Become Complacent
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Number of Breaches Per Threat Action Category Over Time 
(n=9,009)

Source: 2016 Verizon Breach Report
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Empower Consumers
Engage cardholders in 
payment security

Devalue Data

Render data useless 

Protect Data
Safeguard payment data

Harness Data
Stop fraud before it 
occurs

Data is Key to Addressing Threats
Visa’s Strategy for Payment Security
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Merchant Levels & PCI DSS Compliance 
Validation Requirements

Level/Tier Merchant Criteria Minimum Validation Requirements

1

Processing over 6 million Visa 
transactions annually (all 
channels) or global merchants 
identified as Level 1 by any Visa 
region

• Annual Report on Compliance (ROC) by Qualified 
Security Assessor (QSA) or internal resources if 
signed by officer of the company

• Quarterly network scan by Approved Scan Vendor 
(ASV)

• Attestation of Compliance (AOC)

2
Processing 1 million to 6 million 
Visa transactions annually (all 
channels)

• Annual Self-Assessment Questionnaire (SAQ)
• Quarterly network scan by ASV
• AOC

3
Processing 20,000 to 999,999 
Visa e-commerce transactions 
annually 

• Annual SAQ
• Quarterly network scan by ASV
• AOC

4

Processing fewer than 20,000 
Visa e-commerce transactions 
annually and all other merchants 
processing below 1 million Visa 
transactions annually 

• Annual SAQ
• Quarterly network scan by ASV
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Ease of 
Implementation Easy Medium Easy Easy Easy

Cost None Medium None None None
Effectiveness Medium Medium High High High

*Based on PCI Forensic Investigation Reports of Small Merchants

Small Merchant Security Safeguards

Change 
Default 

Passwords
Install 

Antivirus

Enable Remote 
Access Only 

When 
Necessary

Use Only PCI 
Certified QIRs

Use Only Visa 
Registered 

Service Providers

Small Merchant Security Basics
Simple Processes Providing Significant Security
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Merchant Risk
PCI SSC Small Merchant Security Taskforce

Participants
• Collaboration from 

dozens of small 
merchant owners and 
franchisees

• Co-chaired by 
Barclaycard and National 
Restaurant Association

Products
• Materials that are easy 

to understand
• Tips for improved 

security 
implementation

• Small merchant 
resources

Purpose
• Communicate unique small 

business security challenges
• Simplify understanding of 

PCI DSS
• Provide educational 

materials that relate to small 
businesses
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1 – Guide to Safe PaymentsPCI SSC – Small Merchant Taskforce
Providing infographics, diagrams and illustrations 
with easy-to-understand guidance on security
The impact of 

breaches to small 
businesses

What’s at risk?  
Understanding 

data on a 
payment card

Common 
payment terms 

and types of 
POS terminals

Different risk for 
different 

environments and 
payment systems
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Merchant Risk
Technology Innovation Program
• In 2012, Visa announced the Technology Innovation Program (TIP) to 

recognize merchants that invest in secure technology
• Program eliminates the annual PCI DSS validation exercise for qualifying 

merchants

At least 75% of 
merchant’s Visa 
transactions 
originate from 
EMV chip-
enabled devices

Implementation of PCI-
validated point-to-point 
encryption solution 

Merchant Qualification Criteria
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Action Items
Quick Wins

• Subscribe to RSS feed for 
automatic Data Security 
updates

• Leverage the data 
security resources 
on visa.com

• Create – and practice – an 
after-hours response 
escalation plan
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Closing Thoughts
• The digital future is happening now – it’s rapidly changing the 

payment experience offering nearly limitless growth potential for 
payments

• The rise of artificial intelligence is making cyber criminals more 
effective – Visa is using this same technology to defend and protect 
against the attacks

• Key to success is to continue to innovate and collaborate in line 
with Visa’s Security Strategy

Protect 
Data

Devalue
Data

Harness
Data

Empower 
Consumers
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Upcoming Events & Resources
Visa Data Security Websites
North America and LAC:   www.visa.com/cisp
AP and CEMEA:  www.visa.com/staysecureAPCEMEA

Data Security Questions
North America and LAC – cisp@visa.com
AP and CEMEA – vpssais@visa.com and pciagents@visa.com

Visa Global Registry of Service Providers – www.visa.com/onthelist

Visa Business School – www.visabusinessschool.com

PCI Security Standards Council Website – www.pcissc.org
What to do if compromised

Data Security Resources

http://www.visa.com/cisp
http://www.visa.com/staysecureAPCEMEA
mailto:cisp@visa.com
mailto:vpssais@visa.com
mailto:pciagents@visa.com
http://www.visa.com/onthelist
http://www.visabusinessschool.com/
http://www.pcissc.org/
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