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* Quality Assurance Workflow
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* How it helps customers?
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Responsibility w.r.t Quality Assurance

« PCI SSC
» Maintains an Assessor Quality Management (AQM) program.

* QSA Companies

» Stating whether or not the assessed entity has achieved
compliance with PCI DSS. PCI SSC does not approve ROCs from a
technical perspective, but performs QA reviews on ROCs to
ensure that the documentation of testing procedures performed
iIs sufficient to support the results of the PCI DSS Assessment.

e Customers / Clients

» Providing sufficient documentation to the QSA to support the
PCl DSS Assessment.
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QA and Specific PClI SSC Requirements

« PCl SSC QSA qualification requirement mandates QSA
Company to:

» Have Internal Quality Assurance (QA) Program documented in
Quality Assurance Manual

» Implement Approval and sign-off processes for ROCs and PCl
DSS Assessments

» Require independent quality review of QSA Company and QSA
Employee work product

» Requirements for handling and retention of workpapers and
other PCI DSS Assessment Results and Related Materials
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How do we satisfy PCl SSC QA req?

« ControlCase has independent department for QA

* Qualified personnel (independent of the assessing and/or
authoring QSA Employee) conduct a quality assurance review
of assessment procedures performed, supporting
documentation workpapers

« All work products including ROC, AOC, Test Reports etc. goes
through independent QA. This ensures separation of duty
and prevent conflict of interest

« Evidence are automatically backed up and archived on
ControlCase IT GRC Platform to retain it for 3 years
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Quality Assurance Workflow
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Audit by PCI SSC
« ControlCase is audited by PCI SSC periodically

 Latest review was done in 2017

« PCI SSC has three (3) possible Quality Ratings:
* SATISFACTORY
« NEEDS IMPROVEMENT
« UNSATISFACTORY

« ControlCase achieved highest rating of “SATISFACTORY"
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How it helps customers?

Question #16 : Provide screenshot fo { :[l:l ntrolCasc
unauthorized parties.

Pleage Qriew ac

button belSWBT™MY Uragging and

Upload Files

* Reduce

on Cor

 (Create

Contro

TEMPLATES FOR QUESTION #16

See attached document(s) that provide instructions on howy to capture samples for antizpoafing rule for specific technologies.

&
%

% %
olontroliiase

Com;Iiance as a Service

# File Hame

1 @16 .Checkpaint pdf

2 @16 .Cisco.pdf

3 @E.Cigco AZDM.pdf

4 @16 Dell sonicwall podf
5 @16 Fortigate pof

G @16 Juniper . pof

7 @6 .Palodto pof

g @16 Sophos pof

&3 are restricted fram dizclosures to

upload it by elicking the “Upload Files®

1 Keport

2



‘Stringent Quality Assurance — Why?

No forward looking statements or
project plans
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Top 5 key findings
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Thank you

Satya Rane

Senior Vice President - ControlCase
PCI QSA, PA QSA, P2PE QSA, ASV, CISSP, CEH

<l srane@controlcase.com
Y8 www.controlcase.com
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