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ControlCase Certification Vision

• To ensure PCI certifications are:

Consistent

Repeatable

Accurate

• Automate PCI certification through add-on CaaS.
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Evidence Collection Approach
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Evidence collection life-cycle

Assessment Kick-off

Evidence Upload

Assessor Evidence
Review

QA Team Evidence
Review
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No Evidence Uploaded

Under Evaluation             
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Assigned for QA

Under Evaluation

Pass

Evidence Status On Dashboard
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ControlCase evidence collection process is divided into two parts: 

• Scoping questions:

 Cover the PCI assessment scoping points including in-scope locations, 

asset inventory (internal and external facing systems), network diagrams 

and Data Flow Diagrams

 Scoping questions review helps to confirm the PCI scope and sample set 

for evidence collection before moving on to controls specific evidence 

collection

 Avoids unnecessary evidence collection for improperly selected samples at 

later stage 

 Scoping question Quality Assurance (QA) is required to pass before 

moving on to post scoping questions evidence collection

 PCI ROC Executive Summary review is performed along with scoping 

question evidence review

Evidence collection
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Post-scoping questions

 Covers all the 12 PCI requirement-specific evidences for sample set 

defined during scoping questions review

 Evidence status is tracked per categories - ‘No Evidence Uploaded’, 

‘Under Evaluation’, ‘Incomplete Information’, ‘Assigned to QA’ & ‘Pass’

 Upon passing scoping questions, requirement-specific evidences and ROC 

goes through QA simultaneously

 Both requirement-specific evidences and ROC are required to pass the QA 

in order to pass the evidence collection phase

Evidence collection
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Evidence Collection Templates
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Simplified Evidence 

Collection with Evidence 

Templates

• IT GRC portal with questionnaire and 

comprehensive set of evidence 

templates against each question.

• No need to guess about correct 

screen/evidence to be captured

• Provides good technical guidance for 

most of the questions

Evidence Templates
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Evidence Templates (examples)
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Evidence Expiration
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Evidence Expiration:

• Is to support Business-As-Usual process

• To ensure continuous monitoring of security controls and 

periodic reviews

• Provides Compliance Dashboard to customers showing which 

evidences are still fresh or current and which are about to 

expire based on defined frequency  

• Allows customers to view current evidence status and 

evidences due at any point of time  

Evidence Expiration
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Evidence Expiration process:

The Evidence Expiring applies only for the question(s) with 

"Pass" status as part of previous completed certification.  

• Expiring evidence changes the relevant question status from 

"Pass" to "Incomplete Information”

• Expiring evidence question shows up in "Customer Action 

Required" section under  Compliance Dashboard

• Only Expiring evidence shows up in “Upload Evidence Link”

Evidence Expiration
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Customer Action Required
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Evidence(s) Due
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• Customer uploaded evidence(s) reflect in daily Evidence 

Collection criticality report. [i.e., Under Evaluation criticality 

report]

• Regular review is performed and status is changed to either  

"Pass“ or  “Incomplete Information”.

• Evidence status which is changed to “Pass” remains the same 

until the next defined evidence due date for resubmission.

• All the evidences expiration configured as per quarterly, semi-

annual and annual frequency.

Evidence Expiration Process
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Thank You !


