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Logging and Monitoring

Reg/Standard Coverage area

ISO 27001 A.7, A.12

PCI 10

EI3PA 10, 11

HIPAA 164.308a1iiD

FISMA SI-4

 Logging

 File Integrity Monitoring

 24X7 monitoring

 Managing volumes of data
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Components of a Logging/FIM/Monitoring solution

List of 
Assets

Log 
Generation

FIM Alerts

Correlation 
using SIEM

Centralized 
Dashboard
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monitoring

Change 
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nt

Incident 
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nt
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Assets and Log Generation

• Assets

› Comprehensive asset list during deployment

› Continuous monitoring for new assets and assets dropping off

› Correlation with other sources such as scanning and asset 

management repositories

› Alerts in case of new assets and assets dropping off

• Log Generation

› Servers – syslog, Windows logs

› Network devices – syslog, SNMP, SDEE 

› Security devices – syslog, SNMP, SDEE

› Mainframes – SFTP, flat files

› Databases – Localized logging, database logging software in 
case local logging is resource intensive

› Applications – Database lookup, SFTP, custom plugins
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FIM Alerts

• Agents such as ossec

• Software such as ControlCase HIDS, Tripwire etc.

• Integration with log alerts

• Monitoring vs. expected changes
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Security Information and Event Management

• Consolidated alerts from

› Syslog

› Custom sources

› FIM alerts

› SFTP

• Correlation of data based on

› Source/Destination IP addresses

› Source of alerts

› Vulnerabilities

› Past history

› User performing action
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Centralized Dashboard
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Panel Discussion

• Discussion Primer Questions

› What are components of a good logging and 

monitoring program? 

› What are challenges in implementing a logging and 

monitoring program? 


