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Compliance as a Service

Logging and Monitoring
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Logging and Monitoring

I

Reg/Standard Coverage area

Logging

ISO 27001 A.7,A.12

File Integrity Monitoring
24X7 monitoring

PCI 10

Managing volumes of data EI3PA 10, 11
HIPAA 164.308aliiD
FISMA SI-4

Signature

ossec: Windows Logon Success.

juniper-netscreen-f: Permit

Fortigate: Allowed traffic

ossec: Windows audi failure event.

cizco-asa: Deny protocol sre [interface_name:SRC_IP/SRC_PORT] [dst interface_name:DST_IP/DST_PORT] [type {string}, code {code}] by access group acl ID [0x8ed66b60, 0xf8852875]

cisco-asa: Teardown TCP connection id for interface:real-addressireal-port to interface:real-address/real-port duration hh:mm:ss bytes bytes [reason] [[user)] b

cisco-asa: Built {inboundjoutbound} UDP cennection number for interface_name:real address/real_port (mapped_address/mapped_port) to interface_name:real_address/real_port (mapped_address/mapped_port) [(user)]
cizco-asa: Teardown UDP connection number for interface:real-address/real-port to interface:real-address/real-port duration hh:mm:ss bytes bytes [[user)]

cizco-asa: Buit {inboundjoutbound} TCP connection_id for interface:real-address/real-port (mapped-address/mapped-port) to interface:real-address/real-port (mapped-address/mapped-port) [(user)]
ossec; Windows is shutting down.

ossec: Successful sudo to ROOT executed

ossec: Windows User Logoff.

ossec: Multiple Windows audit failure events.

cizco-asa; Deny IP due to Land Attack from SRC_IP to SRC_IP

ossec: Windows DC Logon Failure.

ossec: S5HD authentication success.

ossec: Login session opened.

» Total # »

1419 (44%)
395 (12%)
235 (T%)
199 (6%)
157 (5%}
145 (4%)
132 (4%)
123 (4%}
123 (4%)
114 (4%}
49 (2%)

41 (1%)
28 (1%)
20 (1%)
15 (0%)
10 (0%)
10 (0%)
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Components of a Logging/FIM/Monitoring solution

Incident i

Manageme
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FIM Alerts
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Assets and Log Generation

 Assets
» Comprehensive asset list during deployment
» Continuous monitoring for new assets and assets dropping off

» Correlation with other sources such as scanning and asset
management repositories

» Alerts in case of new assets and assets dropping off

* Log Generation
» Servers — syslog, Windows logs
» Network devices — syslog, SNMP, SDEE
» Security devices — syslog, SNMP, SDEE
» Mainframes — SFTP, flat files

» Databases — Localized logging, database logging software in
case local logging is resource intensive

» Applications — Database lookup, SFTP, custom plugins
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FIM Alerts

Agents such as ossec

Software such as ControlCase HIDS, Tripwire etc.
Integration with log alerts

Monitoring vs. expected changes

::::: Controlase
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Security Information and Event Management

« Consolidated alerts from
» Syslog
» Custom sources
» FIM alerts
» SFTP

» Correlation of data based on
» Source/Destination IP addresses
» Source of alerts
» Vulnerabilities
» Past history
» User performing action

.....
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Centralized Dashboard

» Dashboards

[] Reports
(ow Assots

%y inteliigence
[= Wonitors

- Configuration
= Tools

2 My Profie

" Logout [sdinin]
B Maximize

Vuinerabliities Reports

Executive Network s.wnty/,

By Severity

Top 10 Networks

Vulnerabilities

W Sesious (1]
W High [9)
Medium [32)
Low [7]
Info [342)

proess2 (12 168.10024) (%) |

Burz (192.168.8.0/21) [43) -

Fuswnnt Vibnacahiitias

By Services

- Top 10

hitp (tcp/B0) (5]
seh (tep/22) (5]

unknown (tep/40001) (3]

B snmp (udpy161) (3]

B remoteware-d (tcp/3000) (3)

)

| 17%)
| B unknown (tepy4949)
I http-alkt (tcp/BOSO) (2]
e M survpe (tepd111) [2]
= M mysql (tep/3306) (2)
I survpe (Ldp/111) (2]
Top 10 Hosts

192.168.10.3 [102]
192.168.10.4 {85)
192.168.10.2 [41)
192.168.11.1 [25)

Juanma (192.168.10.1) [21]

192.168.9.1 (12)
192.168,11.2 {6]
192.168,10.37 (2]
192.168.10.0 {2)
192.168.10.36 (2)
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Panel Discussion

* Discussion Primer Questions

» What are components of a good logging and
monitoring program?

» What are challenges in implementing a logging and
monitoring program?

3:::: Control ase

Compliance as a Service

ControlCase Annual Conference — Orlando, Florida USA 2015



