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WELCOME TO THE GUIDE

SECURING THE FUTURE OF
PAYMENTS TOGETHER

Everyone storing, processing or transmitting cardholder information is required to
follow the Payment Card Industry Data Security Standard (PCI DSS). It consists of
12 basic requirements grouped in 6 goals for establishing and maintaining a reliable
and secure payment processing environment.

This Resource Guide is intended to assist you in learning more about PCI DSS and
in keeping your environment secure.
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WHAT IS THE PCI SECURITY STANDARDS
COUNCIL?

Security @
Standards Council

The PCI Security Standards Council is a global forum for the industry to come together to develop, enhance, disseminate and assist
with the understanding of security standards for payment account security.

Read more about PCI SSC’s Global Payment Security Engagement Initiative at here.

The Council maintains, evolves, and promotes the Payment Card Industry Security Standards. It also provides critical tools needed for
implementation of the standards such as assessment and scanning qualifications, self-assessment questionnaires, training and
education, and product certification programs.

The Council’'s founding members, American Express, Discover Financial Services, JCB International, MasterCard, and Visa Inc., have
agreed to incorporate the PCI Data Security Standard (PCI DSS) as part of the technical requirements for each of their data security
compliance programs. Each founding member also recognizes the Qualified Security Assessors and Approved Scanning Vendors
qualified by the PCI Security Standards Council.

WHAT IS THE PCI DATA SECURITY
STANDARD?

PCI Data Security Standard Supporting Self-Assessment PCI Security
(PCI DSS) The Standard: Documents: Questionnaires: Glossary:
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http://www.pcisecuritystandards.org/pdfs/PCI_SSC_Partnering_for_Global_Payment_Security.pdf
https://www.pcisecuritystandards.org/document_library
https://www.pcisecuritystandards.org/document_library
https://www.pcisecuritystandards.org/document_library?category=saqs#results
https://www.pcisecuritystandards.org/pci_security/glossary
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HOW DO | BECOME PCI DSS COMPLIANT?

Learn more about PCI DSS Certification
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Contact us

WHERE CAN | LEARN MORE ABOUT

PCI DSS?

What are the 6 Major
Principles of PCI DSS?

How to define
PCI DSS Scope?

What are the 12 requirements
of PCI DSS Compliance?

How to Manage PCI DSS Compliance
Using Zero Trust Principles

Be aware if you are storing Card Numbers
using hashed and truncated version of PAN

PCI DSS Certification Basics

Which PCI SAQ Do | need?
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https://www.pcisecuritystandards.org/document_library
https://www.controlcase.com/certifications/pci-dss-certification/
https://www.pcisecuritystandards.org/document_library
https://www.controlcase.com/pci-dss-landing-page/
https://www.controlcase.com/what-are-the-6-major-principles-of-pci-dss/
https://www.controlcase.com/how-to-define-pci-dss-scope/
https://www.controlcase.com/what-are-the-12-requirements-of-pci-dss-compliance/
https://www.controlcase.com/how-to-manage-pci-dss-compliance-using-zero-trust-principles/
https://www.controlcase.com/be-aware-if-you-are-storing-card-numbers-using-hashed-and-truncated-version-of-pan/
https://www.controlcase.com/pci-dss-certification-basics/
https://www.controlcase.com/which-pci-saq-do-i-need/
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PCI DSS COMPLIANCE PCI DSS AND OTHER
CHECKLIST RELATED UPDATES

PCI DSS Compliance Checklist PCI DSS and Other Related Changes

£ ControlCase

PCI COMPLIANCE IN
THE CLOUD

HOW TO KEEP SENSITIVE DATA
SECURE AS YOU MOVE TO THE CLOUD

PCI DSS Compliance in the Cloud Did you know insecure remote access is one
of the leading causes of data breaches?

Uninformed Staff Leaving
Organizations Vulnerable

Learn how to improve your organizational security!

&%

5 www.controlcase.com H
ee®

Controlii=z==


https://www.pcisecuritystandards.org/document_library
https://www.controlcase.com/pci-dss-compliance-checklist/
https://www.pcisecuritystandards.org/document_library
https://www.controlcase.com/pci-dss-and-other-related-changes/
https://www.pcisecuritystandards.org/document_library
https://www.controlcase.com/pci-dss-compliance-in-the-cloud/
https://www.pcisecuritystandards.org/document_library
https://programs.pcissc.org/user/resource_center/files/1246929.mp4
https://www.pcisecuritystandards.org/document_library
https://www.youtube.com/watch?v=_DTzlSTAltM
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WHERE CAN | FIND PCI DSS TRAINING
RESOURCES?
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PCI Awareness
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Become an ISA with eLearning
and online certification

INTERNAL SECURITY
ASSESSOR (ISA)™
QUALIFICATION

The P You howto p

relted to PCI DSS compliance, Assessors are sponsored by their companies, 0
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Now available in eLearning format
with online certification!

PROGRAM TRAINING &
QUALIFICATION

The PCI Security Standards Councl operates programs to
train test, and qualiy organizations and individuals who
assess and validate compliance, in order to help
merchants successfully implement PCI sandards and
solutions. The Council akso qualiies payment hardware.
and softwaro so that merchants seloct and imploment
approved solutons for securing payment data and
systems.

Courses Include:

Other Training Programs

www.controlcase.com
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Become a QSA with eLearning

and online certification

QUALIFIED SECURITY B
ASSESSOR (QSA)™ N
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QUALIFICATION

assessments of merchants and service providers who must comply with the PC|
Data Security Standard, The course focuses on the 12 high levelcontrol

a two day instructor led session,

T
.
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assessments and prepare appropriate complance report such as Reports on ) Right for you?
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Now available in eLearning format
with online certification!

PCI PROFESSIONAL (PCIP)™
QUALIFICATION
The Payment Card Industry rofessional s an indvidual,entrylevelqualfication

npayment security information and provides you with the tools to hefp your
organization buld 2 secure peyment environment, Becoring a PCIP
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https://www.pcisecuritystandards.org/document_library
https://www.pcisecuritystandards.org/program_training_and_qualification/requirements_awareness
https://www.pcisecuritystandards.org/document_library
https://www.pcisecuritystandards.org/program_training_and_qualification/qsa_certification
https://www.pcisecuritystandards.org/document_library
https://www.pcisecuritystandards.org/program_training_and_qualification/internal_security_assessor_certification
https://www.pcisecuritystandards.org/document_library
https://www.pcisecuritystandards.org/program_training_and_qualification/pci_professional_qualification
https://www.pcisecuritystandards.org/document_library
https://www.pcisecuritystandards.org/program_training_and_qualification
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WHAT ARE THE PCI DSS COMPLIANCE
VALIDATION LEVELS?

Specific questions about compliance validation levels and what you must do to validate should be directed to your acquiring financial
institution or payment card brand.

Links to card brand compliance programs include:

DISC@&VER

GLOBAL NETWORK

VISA VISA

Visa Inc Visa Europe

%
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https://www.americanexpress.com/us/merchant/us-data-security.html
https://www.discoverglobalnetwork.com/en-us/business-resources/fraud-security/
https://www.global.jcb/en/products/security/data-security-program/
https://www.mastercard.us/en-us/business/overview/safety-and-security/security-recommendations/site-data-protection-PCI.html
https://usa.visa.com/support/small-business/security-compliance.html?ep=v_sym_cisp
https://www.visa.co.uk/about-visa/visa-in-europe.html

THANK YOU FOR THE OPPORTUNITY
TO CONTRIBUTE TO YOUR
IT COMPLIANCE PROGRAM.
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USA:
+1-703-483-6383
Canada:
+1-416-900-1272
UK/Europe:
+44-203-5145389
India:
+91-22-50323006
Colombia/Latin America:
+57-13-816-834
Asia Pacific:
+66-21056164
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