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I Resource Guide for FedRAMP Compliance

WELCOME TO THE GUIDE e

Established in 2012 by the Office of Management and Budget
(OMB), FedRAMP empowers US government agencies to use
modern cloud technologies, with emphasis on security and
protection of federal information, and helps accelerate the
adoption of secure, cloud solutions.
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What is FedRAMP?

FedRAMP

FEDERAL RISK AND AUTHORIZATION MANAGEMENT PROGRAM (FedRAMP):

FedRAMP prescribes the security requirements & processes cloud service providers must follow in order for
the US government to use their services.

Established in 2012 by the Office of Management and Budget (OMB), FedRAMP empowers government
agencies to use modern cloud technologies, with emphasis on security and protection of federal information,
and helps accelerate the adoption of secure, cloud solutions.

FedRAMP provides a standardized approach to security assessment, authorization, and continuous monitoring
for cloud products and services. It uses NIST SP 800-53 standard as security baseline. Itis similar to FISMA,
but for Cloud Security.

HOW DOES MY ORGANIZATION BECOME
FedRAMP COMPLIANT?
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Get Authorized: Agency Authorization Contact us
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https://www.fedramp.gov/agency-authorization/
https://www.controlcase.com/certifications/pci-dss-certification/
https://www.pcisecuritystandards.org/document_library
https://www.controlcase.com/pci-dss-landing-page/
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FedRAMP WEBINARS

FedRAMP Certification & FedRAMP Marketplace

FedRAMP
A FEDRAMP OVERVIEW:

lgitceicviciuidia]

A FedRAMP Overview: Introduction

FedRAMP

A FEDRAMP OVERVIEW:

Authorization Process

A FedRAMP Overview: Authorization

www.controlcase.com

|

WELCOME

Welcome

A FEDRAMP OVERVIEW:

Background

A FedRAMP Overview: Background

@

FedRAMP.

A FEDRAMP OVERVIEW:

Marketplace

A FedRAMP Overview: Marketplace
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https://www.pcisecuritystandards.org/document_library
https://www.controlcase.com/fedrampcertification-and-fedrampmarketplace/
https://www.pcisecuritystandards.org/document_library
https://www.youtube.com/watch?v=9JUeMuIfhvc
https://www.pcisecuritystandards.org/document_library
https://www.youtube.com/watch?v=0m7MR_eoFHA
https://www.pcisecuritystandards.org/document_library
https://www.youtube.com/watch?v=3VZU7oLH2aE
https://www.pcisecuritystandards.org/document_library
https://www.youtube.com/watch?v=fxCVMGxg6X0
https://www.pcisecuritystandards.org/document_library
https://www.youtube.com/watch?v=I_3YFkmGTt4
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WHERE CAN | FIND FedRAMP TRAINING
RESOURCES?

Online Courses

Deep-dive courses on various elements of the
— authorization process and what's required of
specific stakeholder groups. These online
courses are available to all stakeholders to

better understand the FedRAMP Authorization
process,

More FedRAMP Online Courses

Videos

Relevant and timely videos about FedRAMP
requirements and program updates. Videos
can be viewed on our YouTube channel.

More FedRAMP Videos

%
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https://www.fedramp.gov/training/#cloud-service-providers
https://www.youtube.com/channel/UCkUuvNigxkKnk3SffjdbmQg
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FedRAMP Security Controls

FedRAMP Master Acronym &
Baseline Glossary

FedRAMP Initial Authorization
Package Checklist

Annual Assessment Controls
Selection Worksheet

FedRANP Annusl Assessment Controls Selection Worksheet
GenersiInformation:

Systom ame:
Ao
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istof Core Conrels | NotIncluded fr Tesing by 5P

Incicse Ratonse: Not
o
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Penetration Test Guidance

Timeliness and Accuracy of
Testing Requirements

FedRAMP
PENETRATION TEST

GUIDANCE

www.controlcase.com
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https://www.fedramp.gov/assets/resources/documents/FedRAMP_Security_Controls_Baseline.xlsx
https://www.fedramp.gov/assets/resources/documents/FedRAMP_Master_Acronym_and_Glossary.pdf
https://www.fedramp.gov/assets/resources/templates/FedRAMP-Initial-Authorization-Package-Checklist.xls
https://www.fedramp.gov/assets/resources/documents/CSP_Penetration_Test_Guidance.pdf
https://www.fedramp.gov/assets/resources/documents/CSP_Annual_Assessment_Controls_Selection_Worksheet.xlsx
https://www.fedramp.gov/assets/resources/documents/CSP_Timeliness_and_Accuracy_of_Testing_Requirements.pdf
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WHERE CAN | READ THE FedRAMP
POLICY STATEMENTS?

Security Authorization of FedRAMP
Information Systems in Governance
Cloud Computing

Environments

EXECUTIVE OFFICE ¢
rrrrrrrrrrrrrrr
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December FedRAMP

MEMORANDUM FOR CHIEF INFORMATION C GOVERNANCE
FROM: Steven VanRoekel %
Federal Chief Information Officer

SUBIJECT:  Security Authorization of Informatio
Environments

WHERE CAN | LEARN MORE ABOUT
FedRAMP?

FedRAMP Privacy Policy GSA Privacy Policy
USA.GOV GSA FOIA
About GSA Accessibility
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https://www.gsa.gov/website-information/privacy-and-security-notice
https://www.gsa.gov/website-information/privacy-and-security-notice
https://www.usa.gov/
https://www.gsa.gov/reference/freedom-of-information-act-foia
https://www.gsa.gov/about-us
https://www.gsa.gov/website-information/accessibility-aids
https://www.fedramp.gov/assets/resources/documents/FedRAMP_Policy_Memo.pdf
https://www.fedramp.gov/governance/

THANK YOU FOR THE OPPORTUNITY
TO CONTRIBUTE TO YOUR
IT COMPLIANCE PROGRAM.
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www.controlcase.com

USA:
+1-703-483-6383
Canada:
+1-416-900-1272
UK/Europe:
+44-203-5145389
India:
+91-22-50323006
Colombia/Latin America:
+57-13-816-834
Asia Pacific:
+66-21056164
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